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HACK GEAR 2024

WIFI PINEAPPLE

®

TARGET: Wi-Fi networks and connected devices
that lack strong security measures.

IMPACT: Potential for unauthorized data
access, interception of communications, and
network compromise.

MITIGATION: Employ robust encryption
(WPA3), keep devices and firmware up-to-date,
and implement network monitoring and intru-
sion detection systems.

FLIPPER ZERO
ALEX AND PAVEL

TARGET: Radio frequency (RF) devices, RFID/NFC
systems, and infrared (IR) communication.

IMPACT: Risk of unauthorized access, data intercep-
tion, and device manipulation.

MITIGATION: Secure RFID/NFC with encryption,
regularly update device firmware, and limit physical
access to sensitive devices.

DSTIKE WATCH V3
MOKXIHIT

TARGET: Wi-Fi networks and devices, including loT
devices.

IMPACT: Risk of unauthorized network access, data
interception, and device control.

MITIGATION: Use strong Wi-Fi encryption (WPA3),
keep firmware up-to-date, and employ network moni-
toring tools to detect and respond to suspicious activi-

ty.

HACKRF ONE

GREAT SCOTT GADGETS

TARGET: Wireless communication systems across
various frequencies.

IMPACT: Potential for eavesdropping, signal
interception, and unauthorized control of wire-
less devices.

MITIGATION: Use strong encryption for com-
munication, regularly update firmware, and
secure wireless systems against unauthorized
access.

UBERTOOTH ONE

MICHAEL OSSMANN

TARGET: Bluetooth devices and communication
channels.

IMPACT: Unauthorized data access, and Bluetooth
communication interception.

MITIGATION: Use strong pairing protocols, keep
Bluetooth devices updated, and disable Bluetooth
when not in use.

OMG CABLE

MIKE GROVER

TARGET: Devices and networks using Ethernet or
USB interfaces.

IMPACT: Potential for unauthorized data access,
device manipulation, or network compromise.

MITIGATION: Use physical security measures,

secure device configurations, and monitor for unusu-
al network activity.
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5 STEPS YOU CAN TAKE b
TO PROTECT YOUR

 DIGITAL FOOTPRINT

Practice good
digital hygiene

Adjust your
browser settings

Maintain separate
accounts

Make your digital
profile informal

Do not enter your
——= personal information in
third-party websites
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