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Dear All,

Welcome to the Cyber Bulletin — January 2026. This edition highlights the growing threat
of zero-day vulnerabilities that are actively being exploited across major technologies at
the start of the year. Cyber attackers targeted widely used platforms including Microsoft
Office, Windows systems, Cisco communication tools, lvanti Endpoint Manager
Mobile, and VMware ESXi environments, demonstrating how critical digital infrastructure
remains at risk. These attacks enabled remote code execution, privilege escalation,
memory data leakage, and system compromise through malicious documents, phishing
emails, and network-based exploits.

The bulletin emphasizes that modern cyber threats are becoming more advanced, with
state-linked groups and ransomware operators leveraging undisclosed flaws before
organizations can fully defend themselves. Such incidents underline the importance of
timely patching, system hardening, user awareness against phishing, and
continuous monitoring to prevent large-scale damage. Cybersecurity is not just a

technical need but a shared responsibility for maintaining digital trust and resilience.

Stay informed ¢ Stay secure ¢ Stay cyber-safe
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Amtackers are actively exploiting critlcal
rerosday vubnerabalities in vanti Esdpoint
Marager Mobile [0 gain unsuthenticated
remate code execution, rasultmg in full
serenr compromiso, oaposure of sensitive
Gnicrpfisa & dewice datd - across Etornal
COrporate retworks,
CausEs  AdLively
wubneratibities
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[APT28 Targats Olfics Vulnerabiling)

Hussian-linked APTIE is actively expleiting
Microsedy Office zero~day CVE-2006-21500
wia pleshing emalls veith malbcious BTF Tiles,
bypassing OLE  protections 1o deploy
iiniDaoor malware. Atacks target Eastenn
Elurapoan governmants despite amergency
patches

Cruses Phishing emails with maliciaus RTF
filés.

[ VMwars ESXiSsndbex )

Ranseamware gangs are activedy explalting a
highedeverity YMlwane B354 sandbos gscape
zero-day  (CVE-202B-22225), patched in
March 2025, allowing attackers with Wi
priviagos to execule kernel-lovel  attacks
and escapn VM, atfocting widely deployed
Viklware entenprise products,

Cause Explaited Yilwane ESH zaro-day
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The attack targets a critical Cisco rera-day
like Linatiess Tl IMER, Unity Connection and
Welew cplling. Hackers exploit improper
input validation in the web managesnent
interface sending specially crafted WTTR
requUests o gain dsef-leval access and
escalate toorool pravileges allowing full
cartred of the device,
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Cause: Improper HTTR input validation.

b BB readme

N B readme L

.

{845 Office OLE Jurn- Day Exploit)

Aurackers ara exploiting & crivical Microsoft
Office  ero-day (CVER026:Z15081 that
alieaws dpecizlly cralted dosuments (o orun
malicious  cade  when  opened  without
wamings or macrgs, The flaw bypasses
security  protections  onables  romats
cannestiens win Shell Eaplorer] & allows
Sy SLERL COMDramise.

Cause: OLEMCOM Object Explait

{Winedesss DWW Zere- Dy Attagk )

Attackers exploited o fiyw o in Windoes
Dasktop Wirdow Manager 1o leak sensitive
system  memsry  Tram  compromeed
rmchings. Whdle nat allewing direct resmate
taimaver the exposed information helped
attackers bypas:  SRCUEiTy  profeciians
enabiling privilege escalation

Cause: Memory disclosure viz DW buffer

mishandling,
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= Apply all vender patches and updates immediatoly te fix known vulnerabibities and reduce 2ere-day expasine,

= Rastrict admin and VM privileges with multi-factar authentication to provent unauthor|zod access and privilegs ascalation.
« Segmont critical networks and isclate sensitive systems to limiy breach impact and lateral movement.

« Educate users on phishing and mallcious documents to prevent soclal engineering and document-based exploits.

s Harden configurations, registry and applicaticns to blaock common attack vectors like COM, MTTP and memary flaws.

= Continkously monitor logs endpoints and system activity to detect unusisl behavior and respond promptly.
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Stay Alert, Stay Safe, Report Cybercrime L' @1930
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